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Security provided at every level

NAI understands that information security is of paramount
importance for organizations looking at leveraging a SaaS
environment such as the Metricus | T Performance Measurement

Platform.

Security is our number one priority. Metricus has adopted and
extended industry best practice security measures and policies to

protect your information assets.

The Software-as-a-Service business model allows NAI to do what we are
good at: dedicate our efforts to managing and protecting your information
assets. In return this allows you to do what you are good at: running your

business. The NAI team is composed of experts and engineers with deep
experience in building large, scalable and secure environments. NAI deploys

the latest security technologies and best practice methodologies to protect

your information assets.

This Security Fact Sheet gives you an insight into the measures that are in

place for Metricus
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Metricus Secure Facility NAl OHYHUDJHV WKH ZRUOGVY OHDGLQJ VHU
demands high level and auditable security measures for data facilities. NAI
Security requires the following physical security measures to be in place:

1. SAS70 type Il Certification
Measures 1SO17799 based policies and procedures
Data center access limited to registered data center technicians
Biometric scanning for controlled data center access

Security camera monitoring at all data center locations
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24x7 onsite staff providing additional protection against
unauthorized entry

7.  Unmarked facilities to help maintain low profile

8. Physical security audited by an independent firm

Application Security The infrastructure platform for Metricus leverages Microsoft Business

Intelligence technology. SharePoint 2007 acts as the portal and content
management component. Enhanced security features within SharePoint
2007 that are utilized by Metricus include:

1. Pluggable authentication

Forms based authentication and web single sign-on

Encryption of application connection strings

Alternate Access Mapping and Zones Alternate Access Mapping

Targeted Content for Secure Collaboration
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Information Rights Management (IRM)

PerformancePoint 2007, ProClarity AnaO\WLFV pZHE SDUWVY
2005 Reports are integrated into SharePoint using secure authentication all
based on a single sign-on model.

Inbuilt logging and auditing is also leveraged to monitor for security violation
attempts

Data encryption All Metricus customer data is transmitted over the Internet. The lock icon in
the corner of the user's browser assures customers that their data is fully
shielded from access in transit. Metricus leverages the strongest encryption
currently supported by browsers, using a 1024-bit RSA public key and
letting users access their data with 128-bit encryption from their browsers.

User Authentication Metricus can only be accessed with a valid username and password
combination. Users are automatically prevented from choosing weak or
obvious passwords.

Once a Metricus session has been established, an encrypted session ID
cookie that does not contain username or password information is used to
identify the user.
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